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«CAUT-IBOMHUK»

KAK 3TO OPTAHHU30BAHO:

IIpecTynnuk cos3gaer (MCMONB3YeT) CalT, aapec KOTOPOro M BHEIIHee O0(OpMIICHHE
CTpaHHUIIBl UACHTHYHBI OHULIUAIBHOMY CaliTy, HanpuMmep, caiiTy GaHka. [lanee mpOUCXOIUT
pacchlIKa COOOIIEHUH NOTEHIMANbHBIM JKepTBaM. Eciu Bl ocymmecTBuTe BXOJ Ha «CalfT-
JBOMHUK», TO OH IPEATIOXUT BaMm, BBECTH CBOM JaHHEIE IUIA BXOJA B «JIMYHBIH KaOHHET»
Oanka (JIOTMH M I1apoJib), KOTOPBIMH M MOTYT BOCIIOJNB30BaThCS 3JMOYMBIIUICHHUKA IJIs
nojaydenus poctyna kK Bamwmm cyeram. J[pyrodl mpuMep: NpecTYIHHK CO3/aeT CaiT-
JIBOMHHUK, OTIIMYAIOIIMNCA OT OPUTMHAIBHOIO CaiiTa peKBU3UTaMHU. BEI, jKenas COBEPINHUTh
[TOKYIIKY Ha JaHHOM CaliTe 4epe3 UHTEPHET, OIIauUBAeTe CTOMMOCTh TOBapa, INO0 BHOCHTE
[IPEJOIIIATy, MOCIE YEro MPECTYNHUK YIalseT CalT, a yKa3aHHBIE TeJIe)OHBI CTAHOBSITCS
HEJIOCTYITHBIMH. .

KAK IIOCTYIIUTh B TAKOU CUTYAIL[HU:

I'maBHas 1ieb MOIIEHHUKOB — 3TO JIOTHHBI U TApOJH, a TaKXKe JaHHbIE OaHKOBCKUX
kapT. Cremnyer 3allOMHHUTh, YTO HHU OJUH CEpPhE3HBIH MHTEPHET-CEPBHC HHKOI/A He
paccbulaeT NMUchbMa € Mpock0amMM O BBOJE JIOTMHA, IapoJii M JIMYHBIX MAHHBIX CBOHM
xiuentaM. Crnenyer ofpaliaTh BHUMaHME Ha yBelomieHus Bamero Opaysepa, eciu
UMeeTCs INpeayNpexkaeHHe O Iepeafpecallid Ha CTOPOHHUM pecypc, HE CIeLyeT €ero
UTHOPUPOBATH!

«KOMIEHCAIIWS 3A HEKAYECTBEHHBIN TOBAP, YVCJIYI'V»

JXepTBamMM HaHHOTO BHIAa MOLICHHWYECTBA, KaK MPABUIIO, ABJISIOTCS ITOXKUIBIE JTIOIH,
IIEHCUOHEPHl. B aHHOMN cxeMme, Kak IpaBWiIO, AEHCTBYET MpPEeCcTyNHas rpyIia, y4aCTHUKU
KOTOPOH MOTYT IPEACTaBIATHCS COTPYAHUKAMU I'OCYJApCTBEHHBIX OAHKOB U BEJOMCTB
(lentpansuoro banka P®, CnexctBenHoro komurera, [Ipoxypatypsr). IlpectymHuk
ocyliecTBIIseT TeneOHHBIM 3BOHOK Ha HOMEpP IOTEpNEBIIETO M COOOINAET, YTO €My
MIOJIOXKEHAa KOMIIGHCAIWs 3a paHee IpUOOpETEHHBIE HEKAaueCTBEHHBIE TOBApHI, TakK
HasbpiBaeMble BAJIpI, mM00 OKa3aHHbBIE YCIYI'W, IPH 9TOM [UIA IOJYYEHHS KOMIIEHCALUMH
HEOOXOAMMO 3aIUIaTUTh OINPENEICHHYI0 CyMMy (KOMHCCHIO, HAJOT, IOIUIMHY, OIUaTa
JOCTaBKH, pa30JIOKMPOBKA SUSHKY IJI 3aYMCIICHUS KOMIICHCAIUH U TIPOYEE).

Jlpyroii npumMep MOIIEHHUYECTBA: NPECTYIHUK OCYLIECTBIIAECT 3BOHOK IIOTEPIIEBIIEMY
¥, IPEJCTaB/sACh COTPYAHMKOM IIPABOOXPAHHUTEIBHBIX OPraHOB, COOOILIAET, YTO CYeTa
KOMIIAaHMH, B KOTOpOW paHee IOTEpIEBIIMH IIOKyNajl IPOMYKIMIO apecTOBaHBl U
3aMOpPOXKEHBI U €My IIOJIOXKEHa KOMIIEHCAIMs, IS IOJy4eHUs KOTOpOH HeoOXoauMo
3aIUIaTHTh OIpEJAENICHHYI0 CyMMy zeHer. Ilocie TOro Kak IOTEPIEBIIMH IEPEYHCIAET
HEOOXOUMYIO CyMMY JAEHET, IPECTYIIHUKHU IIPOIOJDKAIOT 3BOHUTh €My M 10 Pa3IuYHBEIMU
HpeIoraMy IPOCAT AEHbIM HEOOXOAUMBIE [UIS BBIILIATHI KOMIIEHCAIUH.

ITOTUITHA IIPU3BIBAET uHe 1nepeBOIUTH ACHBIM HAa COMHMTEIBHBIE CUETa II0
npock0e He3HakoMIeB. IIoMHHUTE, eciau B3aMeH OOEeIlaHHONW KOMIIEHCALMM Bac IPOCHT
3aIUIaTUTh HEKOTOPYIO CyMMY B KauecTBE Halora, KOMACCUHU WM OIUIATUTh IIPOYHUE YCIIyTH,
TO Bac TEITaloTcs oOMaHyTh. HesamemnurenpHo obOpammaiiTech B IIPaBOOXPAaHUTEILHEIE
OpraHsl 1 cOOOIIUTE O JAHHOM (haKTe.

«BPOKEPCKHWE KOHTOPBI»

Jlng Toro, 4ToOBl HE IMOTEPSATh CBOM JEHBIH IpH BBIOOpE OpOKEpCKOW KOMIIaHMU
HeoOX0auMO oOpalaTh BHAUMaHME Ha CIIEAYIOIIUE NPU3HAKU, KOTOPBIE XapaKTEepU3yroT
KOMITAaHUIO-MOILIIEHHUKA: OOCIIaHue BBICOKMX IIPOLIEHTOB, OTCYTCTBHE PErHUCTpalliH,
obemmanue cTabUIbHON NPUOBUIM HOBUUKAM- TpeiiepaMm.

ITepen TeM, KaK JOBEpUTH CBOI KaluTasl, BAUMATEIbHO U3yYHUTE HE TOJIBKO HHTEPHET-
pecypesl, HO ¥ OGUIMAIBHYI0 HHPOPMALHIO 0 OPOKEPE M €r0 PEriaMeHt.
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BA’KHO! TloMHuTe, 4TO UHBECTUPOBAHUE, NIpeUlaracMoe Ha yCIOBUAX OPOKEPCKOM
KOMIIaHWHM, BCErZla SBIIETCS BBICOKO DPHUCKOBAHHBIM JaKe IPH HAIMYUK Oe3ylpeyHoi
peryTanuy OpoKepcKoit KOMIaHUH.

«KPHUK O TIOMOIIW»

OmvH ©3 caMBIX [WHUYHBIX CHOCOOOB XMINEHUS IECHEXKHBIX CPEICTB, SBIAETCS
BBIKJIQ/(BIBA€Masi B COLIMANIBHBIX CETAX QyIIEpa3JUparolIuX UcTopuilt o 6oprbe ¢ 60e3HBI0
MQJIOJIETHUX JeTell 3a ku3Hb. Bpemsa unaér Ha vacel. CpouyHO HEOOXOIMMEI JOpOTHe
JIeKapCTBa, oIepanus 3a rpaHunei u T.4. IIpocar oka3aTe HOMOLIs BCEX HEPABHOAYIIHBIX U
[IEPEBECTH AEHBIY HA YKAa3aHHBIE PEKBU3UTEL.

Msl He mpu3biBaéM OTKa3bIBaTh B momomu BceM, KTo mpocut! Ho! Ilpexnae gem
NIEPEBOIUTH CBOU JECHBIH, NIPOBEPHTE - MMEIOTCS JIU KOHTAKTHBIE JaHHBIE IJIS CBA3U C
poauTensmMu (pPOJACTBEHHUKAMH, OIeKyHamu) peGéHka. [103BOHMTE WM, HaMauTe HX B
COIICETSIX, oobanTech U yoeaurech B 4eCTHOCTH HaMEPEHUH.

VYKa3zaHHBIM CHHCOK HE SBISETCS MCYEPIBIBAIOIIUM, TaK KakK BO3MOXKHBI HHEIE
criocoOBl ¥ BU/BI MOIIEHHUYECTB, a TAlOKe MX U3MEHEHHE WIH KOMOMHUpoBaHUE. Bo Bcex
ciydasx ofpamenus ¢ MOOWIBHBIMH YCTpOWCTBaMM, OaHKOBCKUMH KapTaMH U
KOMITBIOTEPAMU HEOOXOIUMO COOJIOIATh MEPHI IPEIOCTOPOXKHOCTH, KOTOPHIE IOMOTYT
obe3omacuTh ce0s 1 CBOMX OIU3KUX OT MOIIIEHHUKOB.

Bbl nonyuunu 31eKmpoHHOe cOOOwjeHue 0 mom, Ymo 6bl 6blUZPAIU NPU3 U 64C
npocam nepesecmu 0eHb2U ONA NOJIYHEHUA €20 ROSLyHeHUn?

HUKOIJIA ne omnpasnsiime 0eHveu He3HaKOMbIM JUYAM HA UX 2NIEKIMPOHHbIE CYema.

Iomnume, umo 6epoimHOCMb 8blUcPAMb NPU3, He NPUHUMAS YYACMUL 8 PO3blepblule
cmpemMumes K Hymo, d 6eposmHOCMb 6036pama OeHez, NePeyuCIeHHbIX HA AHOHUMMHbBLIL
INEeKMPOHHYLU KOULENeK 3N0YMbIULIEHHUKOS, U MO20 MEeHbULE.

Bbl pewiunu Kynume 6 UHMeEPHemM-MA2A3UHE HOGbII MOOUNbHbII menedoH,
HOymOyK unu ¢homoannapam noO NPUENEKAMEbHOU UWEHe, HO MA2A3UH RPOCUM
nepeuuciums npeoonnamy?

HHKOIJIA ne nepeuucnaiime 0eHb2U HA INeKMPOHHbIE KOUIENbKY U CYema MOOUIbHbIX
meneghoHos.

IToMHHTE O TOM, YTO MHTEPHET-Mara3uH HE MOXKET IIPUHUMATh OILIATY 3a IOKYIIKY B
Takoit ¢popme. Eciir Bac mpocsT OIUIaTUTh TOBAp ¢ MUCHOJIB30BaHUMEM TEPMHUHAIOB SKCIPECC-
OIIaThl MJIA TIEPEBECTH JCHBIM Ha JJIEKTPOHHBIN KOIUENIEK, BEPOATHOCTH TOTO, YTO BBI
CTOJIKHYJIUCh C MOLIEHHUKAaMHU KpaifHe BBICOKA.

Bot  nonyuunu cmc-coobujenue o mom, umo eawia OAHKO6CKAA Kapma
3abnokuposana?

HHKOITIA ne omnpagnsitime HUKAKUX OEHENHCHBLIX CPeoOCcme NO KOOPOUHAMAM,
VKQ3AHHBIM 8 COOOWeHUY, He nepe36aHusalime Ha HOMep, ¢ KOMOPO20 OHO NPUULNO, U He
OmnpaegnAlime OMEEMHbIX CMC.

CaMBIM TIpaBWIBHBEIM PEIICHHEM B JAHHOW CHTyanuu OyJeT I03BOHMTH B OaHK,
BBIIIYCTUBIIMI U 0OCIy)XMBarOIIMii Banry KapTy. Tenedon Ganka BBl Hailnere Ha oOopoTe
Ballle}l KapTEl.

Ha nekmponnoii 00cke 00vAGNEHUI UNU 6 COYUANbHOU Cemu 6bl HAULLU HO08ap,
KOMOpbLIi MAK 00120 UCKATLU, U CHOUM OH HAMHO20 Oeuiesnie yem 6 Opyzux mecmax?

HHKOIJIA ne nepeuucnsiime OeHv2u HA BNIEKMPOHHbIE KOULENbKY, He YOeOusuiuch 6
bnazoHadesrcHocmu npooasya.

BHHUMATEIBHO MIOCMOTPUTE €r0 PEHTHHI Ha JOCKe OOBSABIECHHUH, IOYUTANTE OT3BIBBI
JpYrUX ITOKymnaresiei, noumure uHdopmaimio o HeM B cetn Murepner. [logymaiite Hax
TEM, ITOYeMy TOBap IPOJAETCs TaK JEUIEBO, y3HAWTE KaKUE rapaHTHH MOXKET IPEI0CTaBUTh
IIpOaBell.

Boi xomume npuoGpecmu asuabuiemvl, MypucmuU4ecKue nymeeKu, uepes
Humepnem?

HHUKOIJIA ne nonw3syiimecs ycay2amu Henpo8epeHHbvIX U HeU36eCmHbolX caumos.
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3aKaxure OWIETHl M TYPUCTHUYECKHE ITyTEBKH Yepe3 CalWThl aBUAKOMIIAHUM WIIH
arcHTCTBA, IOJIOXKUTENIBHO 3aPEKOMEH/I0BaBIINX cebs Ha peiHKe. He mepeBoauTe IeHBIH Ha
SJICKTPOHHBIC KOIIEIBKM WIM 3apyOexHble cueTa. IIpyM BO3HUKHOBEHWH IO03DPEHMIA
00paTUTECh B IIPEICTABUTEIBCTBO aBUAKOMIIAHUH MIIH TYPHCTHYECKOTO areHTCTBA.

Bot nonyuunu CMC unu MMC coobuienue co ccoliKoii Ha CKAYUAHUE OMKPbIMKU,
MY3bIKU, KADMUHKU WU NPOZPamMmul?

HHUKOIJIA ne nepexodume no ccolike, yKa3anHol 6 cO0bujeHuu.

ITomuwuTe, 4TO, MEPEHIA 110 CCBUIKE BB MOXKETE, CAMH TOTO HE M0/I03PEBasl, MOJIyIHTh
Ha TeJIehOH BUPYC MK OOPMHUTH MOAIKMCKY Ha IUIATHBIE YCIIYTH.

Haxe eci coobmIeHHe NPULLIO OT 3HAKOMOTO BaM YelloBEKa, YOeIUTeCh B TOM, UTO
HUMEHHO OH SBJIAETCS OTIIPABUTENIEM.

Obwaemecs 6 unmepreme u umeeme aKKayHmol 6 COUCEmMax?

HHKOIJ]A ne pasmewatime 6 omkpuimom 0ocmyne u He nepedasatime un@opmayuio
JIUYHO20 Xapakmepa, Komopas modicem Ovimb UCNONb308AHA 80 8DEO.

OOuwenre B ceTv B 3HAYMTENBHOM Mepe oOe3nuyeHo, u 3a pororpadueit mpoduis
MOJKET CKpBIBaThCA KTO YroAaHo. [IoMHUTE O TOM, 4TO BHAEO M ayIHOTPAHCISIMH, PABHO
KaK ¥ JIOTH BalllCi CETEBOM IEPENUCKU, MOTYT OBITh COXPAaHEHBI 3JIOYMEIIIEHHUKAMA U
BIIOCJIE/ICTBMH MCII0JIb30BAaHbI B IPOTUBOIPABHEIX IIEJISX.

BYABTE BAUTEJIbHBI - HE JAUTE CEBSI OBMAHYTh!
ITomuure! Ecim Bel mim Bamwm Gnuskue cranu »KepTBaMM MOIIEHHHKOB WM B

IOAO3pEBACTC, YTO B OTHOIICHHHA Bac IUIAHUPYROTCA IIPOTHBOIIPABHBIC JOehCcTBUA —
HE3aMCIJIMTCIIBHO O6paTHT€CI> B OJIFDKAMIIIHM OTaeN TMMOJIULHH.
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OBEMAH B
HUHTEPHETE

1"

MOILIEHHUKHU!

= IATIOMHUTE CAMHU n PACCKAYKHUTE BJIM3KUM!

‘®HHAHCOBBIE
ﬂ: THPAMHJIBI

MoueHHHKH MACKHDYIOT BiAHCORHE
MPAMIL HOX MMBCCTHLMOIILE KOMTAHHH
TN KOMMEpUECKHE OpraNNIALIH, € BLICOKOH
a0xoHoCTLIo. TIoMHMTe, 410 B10KWB TeHbII
B CoMMMTELIYIO KOMTANMIO, BL1
coramaerec ¢ yeaosmss oepTLi i
MOKETE HOTEpATS CHOM A€HBIH.

CAWT-BOHHUK

(5w Swteros, nyrenor,

‘ronspon epes Harepner)
Momenmus ucnosayior caiir

i, apec K0TOpOro W ofpopvacie

0TI WAEHTHAHB opMnATHHONY
rypcTecKoro areireraa). He Topomiect.,
BpATHTE BHMMAHE HA AATY corxaNS,
nowTaie oTabimb e o
cacawn nepes memponepenn
nepeBOITE eI na SACKTOHIS
[ ——

B3JI0OM CTPAHHIIbI B
COUMAJIBHBIX CETSIX

Mowenmuicn nyrew maaoma noyaior 20cTy
K CTpamNIe nanx pozcTBemmKon WA
Apyseit b concersi. O x uwenn npocsT
nomoaMITL e TeCBONA, JANSTE AeHLTH
P ——
q sameii kaprui. 370 - OBMAH!

[~

KYILIS-IIPOJIAKA
TOBAPOB B HHTEPHETE

Baw cooBuaior, 410 roToBk KymuTS (1P
T0Bap 10 oBkABAEHHIO, PAIMEIEHHOMY HA
caitre Auiro, I0.1a, AwTo.py u ap. s
oeymecTaaenus c1EaKH (¢ eI BHEcEI
NDEAOMASTE TN OTAATH MOAHOCTLIO) MpOCST
‘Co0BITS peKmIIT GanoBCKoi KapTH,
IIHH-xo3, napoas 1s CMC-cooBmenns. ByxwTe
BHUMATE LML eCi Y BAC IPHOGPETIOT
MYILECTBO Ges npeaBapITEAHOFo NpoCMOTPA
an npoxaioT no amckewol ete,

BoamoKHO — 310 OBMAH!

‘Boswommt wmste cnocobut w swis momenmecrsa. BY JIbTE BIUTEJBHbI!!!

ITomumsy A ysivew

2 (102/112 - ¢ m

1IBHOTO)

855
2308201
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BHUMAHHE:
MOILIEHHUKH!

HE BBINIOJIHSIATE YKA3AHHS HE3HAKOMBIX JIMI!

TEJE®@OHHBIE

A®EPHUCTBI

w BIOKHPOBKA EAHKOBCKO# KAPTHI

Motk SBONST AHGo PACEHLIAIOT COOGMENNS O GIOKMPOBKE KAPTS, NOMbITKE OBOPMHTS Ha BAC

KPEANT 1 B PAIFOBOPE, ¢ UETHIO MPCCENEHHL ACHETN MPECTYMHINK, IPALIATAIOT NEPERCCTH BauIM

e wa Gesonachiil et (PAITIICCKM O He EYIECTRYET) 1MGO A HOMED TEACPONI, NPOCST

‘00wt nowep Kaput, THH-K03 W TPEXSHAHLIH HOMEP 1A OPATHON CTOpONE KAPTLL. 1o -

OBMAH! ECca ni He ynepensi 5 Ge30M1acHoCTH GAHKUBCKOFD CHETa HESAMELINTELNO O0pATHTECH:

A Teqeqon Fopsei AN (yKa3HHO Ha 0B0poTHOI CTOpOHE KAPTH) WM OGPATITECH B GaNK.
POJCTBEHHHK

|

Momenns npescranseres maun ‘Momeununin, npu amonke ¢ IP-reacdornn, woryT |

[poncrmenukost w coobimaer, wro sazepsan sa
conepmenne mpecrynaeuns. Tanee, ero nosemm,
npercranassicn corpymKow npasooxpaITERLLE
oprason npesnaracr puspewnirs npofiaesy 51
[aessru (w3sercy). 370 - OBMAR: pepure
paaronop u nexamenzret o cavn nepesmomire
poxcruemmnxy. Bnaitre, wro aa

[ ————

pecrynacimssn.

ﬂ OIUIMEOUHBII EPEBOJ

Baw npuxomer SMS-coobuene o nocrymrenun
cpencrs na cxer. Tlocae 210ro0 nocTynaer 3somox
0T MOuEHIHKOB, KOTOpLIE W3AATaIOT J€rennY, 1TO
Ui 10 OUIMKE epeneM A€NLIH  MPOCST X
BepryTe. Ecrecraentio muicakoi owni e G110
w nener Bax ne nepenonu. 310 - OBMAH!
COpocute 3uonox u nposepuTe Gatanc.

SMTHpOBATL MOBME TeAEomHLIE HONEP

(Ganos, oprarwsauui, yipexen), B To

mene nasmnasowmecs 1 8495, 8-499, 8-800

1.1, HyXWO IpepBATL PASTOBOp W nepesBomNTS.

CaNoMY 1o paliee IBecTHOMY BaM HoVEPY
opramwsaun (GanKa) wan waiiTH ero wa
ofuumazeon caiire.

KOMIIEHCAIINS 3A
[HEKAUECTBEHHBI TOBAP

Moumemuin cooburaior, 7o saw noaoens
Kownencauus 3a pance npoSpeTemLe
HEKAUECTBEHIbIE TOBAP, METWIHHCKHE
pHBOp, AeKApCTR, BTMMILIC 1003 W
Ap- BAC HPOCHT OILIATHTL KOMHECHIO, HATOF Mk
‘nomuy 5a BosBpaT Aeer.

He nepore - 10 OBMAH!

HIKODIA He PAIMEMAiiTE B OTKPLITOM A0CTYNE i HE NePEAABAITE HHPOPMALHIO
IMIHOTO XAPAKTEpA (KOMMH 10KYMEHTOB, HOMEDA CHETOB W T.1.). OBIIEIHE B CeTH B
HAUTCTLHOI MEDE 06E3THIEHO 1 32 GOTOrPAPHEH NPOPILTH MOKET CKPLIBATLCS
KT0 yromuo. TIOMHITE 0 TOM, IT0 BAUIN AHNBIE MOTYT GBITh COXDAHEHEI
A70YMBIILIEHHMIAMH W BIOCIEACTBIHN HCTIOTB30BANb! B TPOTHBONPABILIX UETSX.

Boswoubi mise cnocobut u suas somenmunectsa. BYJIbTE BN TEJIbHBI!!

02 (102/112
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MO

[lo.muns Anbire
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0 HanboJIee pacIPOCTPAHEHHbIX BHAAX MOMICHHUYECTB B cepe HHPOPMALHOHHO-
TCJICEKOMMYHHKAIHOHHBIX TEXHOJIOTHH U 0CHOBHBIX Mepax npeaoCTopoKHOCTH

OCHOBHBIE CXEMbI MOINEHHHUYECTB:
«BAIITA KAPTA 3ABJIOKNPOBAHA»

bankoBckass KapTa — 3TO MHCTPYMEHT IJIsI COBEpINCHUS IUIaTeXelt M IocTyma K
HAJIMYHBIM CpEJICTBaM Ha cyére, He TpeOyromwii ans sToro mpucyrcrBus B Ganke. Ho
IPOCTOTa HCIIONB30BaHUA OaHKOBCKMX KapT OCTaBII€T MHOXECTBO Jla3eeK JUId
MOIIEHHHUKOB.

KAK 3TO OPITAHU30BAHO:

Bam mpuxomar cooOumeHus crueayromero xapakrepa: «Bama OaHkOBcKas KapTa
3abmokupoBana. HMuHpo mo Tenedony..» «Omepanum mo kapre Ne.......
npuocTaHoBjieHbl. [Tonpo6Hee Mo Homepy TenedoHa...». B coolmenusax npemiaraercs
GecIUIaTHO MIO3BOHUTD Ha OTIPE/IC/ICHHBIM HOMEp IS IOIyYeHHUs HoApOOHOM HHpOpMaLUH.

HA CAMOM JEJIE [IPOUCXOIUT CIIEJYIOILIEE:

MorenHuku ocymecTBisiroT CMC - pacChUIKy Ha pa3iuyHble HOMepa TenehOHOB U
xIyT 3BoHKa. Korma Bel 3BOHHTE IO yKa3aHHOMY TelleoHy, Bam oTBeuaeT MOIIEHHHMK,
KOTOPBIH IPEJICTABISETCS COTPYTHUKOM CIIy»KObl 6€301acHOCTH 0aHKa M IO pa3IundHbIMU
npezioramu (pa36I0KMpoBKa KapThl, OTMEHA MOJ03PUTENBHBIX Onepaluii mo Barueii kapre,
KOTOpBIX BBl HE COoBepIIaiy, BO3BPAT JCHEKHBIX CPECTB, NOXUINEHHBIX ¢ Bamei kapTel
MOIEHHUKaMHu, cO0 00CIIy)KUBaHUSA KapThl U Tpouee) MBITaeTCs BBIACHUTH y Bac Homep
KapThl ¥ IApOJIH JI0CTyIa, noctynapimux B CMC onoBereHusX.

KAK ITIOCTYIIATD B TAKOH CUTYAILTHU:

IlpenynpexkaaeM: HAKOMY M HHM TIpH KaKHX OOCTOATENbCTBAX He CoolImaire
pexBusuTsl Bameit kaptsl, [TMH-Kkoz, ogHOpa3oBhle MAapoy H0OCTyIa, KOTOPBIC MPUXOIAT
Ha TelepOH W MO3BOJSIOT BOWTH B MOOWIBHBIA OaHK, a Takxke LUpHI, yKa3aHHbIE Ha
oGoporHeit cropone Bameit kaptel (CVC2, CVV2 koxsr)! Hu onHa opranusanysi, BKIItoYas
6ank, He Brpase TpeGosath Bam ITMH-kox! Otnocurecs k IIMH-Kkoxy Kak K K04y OT
ceiipa ¢ Bamumu cpencrBamu! Henbsst xpanuts [TMH-kox panom ¢ kapToit u tem Goiee
3anuceiBath [1IMH-kox Ha Heé — B 5TOM ciiydae BbI maxke He ycreere 00e30MacHUTh CBOM
cuéT, 3a0JOKUPOBAB KapTy IOciae Kpaxu win yrepu! ENMHCTBEHHO NpaBUIBHBIA HOMEp
GaHKa ykasaH Ha o0opoTHell cropoHe Bamieit kaptsl. [l Toro 4ro0el yO6eauThes, YTO
BamuM 1eHbraM HWYEro He yrpojkaeT JOCTATOYHO IO3BOHUTH B KIHEHTCKYIO CIIyXOy
HOJIEP KKK OaHKa WK 00paTUTHCS JIMUHO B OaHK.

Brumanue! Hu npu Kakux oOCTOSATENIBLCTBAX HE cooOIIaiTe CBOM Mapojid HHUKOMY,
BKJIIOYAs COTPYIHMKOB BaHKa, He Nepe3BaHHMBaiiTe Ha HoMep MOOMIBHOrO TenedoHa,
ykasauusiif B mocrymuBmieM CMC-coobmenun ot banka, He MpenocTaBisiTe
MHGOpMAILMIO O DPEKBH3WTaxX KapThl (HOMepe KapThl, cpoke ee neicrsus, [IMH-kone,
KOHTPOJIbHOM HHGOPMAIUK 10 KapTe), Wik 00 0ZHOPAa3OBBIX MAPOJISX, B T.4. IOCPEACTBOM
HanpasieHus otBeTHEIX CMC-coolOlLieHuid, a Takke COTPYIHMKY OaHKa, HE IPOBOAHMTE
yepe3 GAHKOMAT HUKAKUE OTIEPALIMH 110 HHCTPYKIIUAM, HOTYYEHHBIM TI0 TeeoHy.

Crneyuanucmol 6aHK08 HUKO20Q He 3ANPAUUBAlONM Y KIUEHMOE UHPOpMayuio o
naponsx uz CMC, om unmepnem-6anka u ceputinelii KOO Kapmbl, MAK KAK UM 3Mu ceeoeHUs
U Max U3eeCmHul.

«HOBBIM BUJI MOINEHHUYECTBA»

DTO MOIMIEHHHYECTBO OCHOBAHO HA BO3MOYKHOCTH TIOIMEHSTS JIF000i HOMep TenedoHa
opu 3BOHKE C ip-TededoHMM. BaM MOryT I03BOHHTH C HOMEpa Bamlero OIHM3KOro u
COOOMmUTh, YTO OH momaa B Geay (WM, Hampumep, 3aJepXKaH MNOIMIUEH) U HayaTh
TpeGOoBaTh JEHBIH, VISl peleHus Bompoca. MoryT I03BOHHUTH ¢ TeleoHa Bamero 6aHka 1
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IIPEACTaBUBIINACH COTPYAHUKOM CIYXOBI 6€301aCHOCTU BHIMAHUTH JaHHBIE Bareil xapTel,
pacckasaB, HalpyuMep, O B3JIOME Balled KapThl U IIOMBITKAX HECaHKIIHOHUPOBAHHOIO
CITHCAHUS [ICHEKHBIX CPEJICTB, & IOTOM YK€ Y3HATh V Bac BCIO HYXKHYIO HHMOPMAIIHIO.

[Toxanyiicta 3alIOMHUTE, MOIICHHUKH MOTYT noacTaButh JIOBOW Homep. Ecnu BoI
BUIWTE IIPM BXOJMINEM 3BOHKE HOMEp Bamero OaHKa, CTPaxOBOM KOMITaHMH,
roCYAapCTBEHHON OpraHM3allvu, Apyra Wik poacTBeHHuka, 570 HE O3HAYAET, uto Bam
3BOHHUT JCHCTBUTENBHO TOT, Yed 3TO HOMEP. By1pTe 0cTOpOXKHEI!

KAK IIOCTYIIATh B TAKOH CUTYALIHU:

IlepBoe U caMoe TIVIaBHOE IIPaBWIO — IIPEPBaTh pa3roOBOP M CaMOCTOSTENBHO
NIEPE3BOHUTh Ha abOHEHTCKUH HoMmep Onm3koro uenoBeka. Ecinu TenedoH OTKIIOUEH,
IIOCTapalTech CBS3aThCS C €ro KOJIEraMH, APY3bSMHU U POJCTBEHHHUKAMHU IJISI YTOYHEHUS
uHpopmanuu. B ciyyan ecnu 3BOHWIM CO CTAallMOHApHOrO HOMepa TenedoHa OaHKa, LA
TOro 4YTOOB!I YOeIuThCs, 4TO BaImmMm JeHbraM HUYEro He yrpoKaeT JOCTAaTOYHO ITO3BOHUTH
B KJIMEHTCKYIO CITyxO0y Moaaepykku 6aHKa Wik 00paTUThCS JIMYHO B OaHK.

«YJTAJEHHBIN TOCTYII»

DTO Korjga jKepTBa B TeJCHOHHOM pPEXHME, II0Jl PYKOBOJICTBOM MOIIECHHUKOB
YCTAaHOBWJIA IIPWJIOKEHHE M MPENOCTaBMJIa 3JI0YMBIIUIEHHUKAM VIQJIEHHBIM OCTYN K
MOOMJIBHOMY YCTPOMCTBY, M TEM CaMBIM JalOT BO3MOXKHOCTE OECIIPEIITCTBEHHO 3aBJ/IaleTh
[IEPCOHATBHON MH(pOpManMeif U B IOCIEAYIOIIEM IOXUTUTh IEHBI'M CO CYETOB Yepes
MOOMIIBHEII OaHK.

KAK OTO OPITAHH30BAHO:

IIpecTyIIHUK NPEACTABIAETCS COTPYOHMKOM OaHKa XM COOOIIAET O BBISIBICHUH
BPENOHOCHOI'O IIPOrPAaMMHOTO OOecIeueHuss Ha MOOWIBHOM YCTPOMCTBE KJIMEHTA.
Coo01aer, 4To I €ro YCTpaHEHHsI HYI)KHO IPEIOCTAaBUTh JOCTYII K YCTPOMCTBY. XKepTBe
HEOOXOIMMO CKayaThb Ha MOOMJIBHBEINA TeledOH IIporpaMMmy VIAJE€HHOTO JOCTyna —
TeamViewer, Anydesk wiam Apyryio, MOCIE€ YCTaHOBKHM JDKECOTPYIHHMK OaHKa IPOCHT
KJIMEHTa Ha3BaTh KO, OTOOpaXkarolIuiics B IPUIOKEHUH. MOIIEHHUK BBOJIUT 3TOT KOJI B
mporpaMMy Ha CBOeM ycrpoicTtBe. Ilociie TOro Kkak >KepTBa IIDEOOCTAaBJISET BCE
paspelleHus, 3JI0YMBINUIEHHAK I10Jy4aeT IIOJHBIM OOCTYN K IIEPCOHAJIBHBIM JaHHBIM
MOOMJIBHOTO YCTPOMCTBA B TOM YHCJIE€ U K JIMYHOMY KaOMHETY MOOMJIBHOro OaHKa, W OT
JINIA JKEPTBBI OCVILECTBJIIET OIEpaldy I10 OaHKOBCKMM CUETaM, B TOM YHCJIE HMMEET
BO3MOYKHOCTE O(OPMJICHHS OHJIAMH 3as8BKH U B ITOCIEIYIONIEM ITOJIYUCHHUS KPEIUTA.

ITosTOMy HYXHO 3allOMHHTH, 9YTO HACTOAILIME COTPYIHUKH OaHKa HHUKOIJa HE
MIOTIPOCSIT:

¢ CooOIIUTh UM KO IIOATBEPIKACHUS OTepaIiy.

© YCTaHOBHUTH MPOrpaMMEI Ha MOOMITBHEIH TenedoH, TeM Goiee ¢ GyHKuuen
YAAJIEHHOTO JOCTYyIIa.

eJlepeBecty miu yepe3 GaHKOMAT BHECTHU BalllX JI€HBI'Y HA CUETa TPETHHX JIMIL.

«POACTBEHHHUK B BE/IE»

KAK 3TO OPTAHH30BAHO:

BaM 3BOHAT ¢ HE3HAKOMOI0 HOMepa. MOIIEHHUK IpPEeNCTaBIsSETCS POACTBEHHUKOM
WIA 3HAKOMBIM M B3BOJIHOBAHHEIM TOJIOCOM COOOINAeT, YTO 3aJep>KaH COTPYAHHUKAMHU
TIOJIULIAY 3@ COBEPLICHUE TOTO WJIX UHOTO IPECTYIITICHHS.

Oro moxeT 6biTh [ATII, XpaneHue opyXus WIM HAPKOTUKOB, HAHECEHHE TKKHUX
TEJIECHBIX IMOBPEXKICHUMN U Jaxe yOuncTao.

Jlasiee B pasroBOp BCTyHAeT SKOOBI COTPYAHUK MONMUUMHU. OH YBEPEHHBIM TOHOM
coo00IIaeT, YTo YK€ He pa3 IOMOrajl JIOIIM TakuM oOpa3oM. [l pelIeHHs BOIpoca
HeoOX0MMa OIpeNe/ieHHas CyMMa JIeHEr, KOTOPYIO CIeIyeT IepeYrCIIUTh Ha CUeT o
[IPUBE3TH B OTOBOPEHHOE MECTO U Mepe/iaTh KaKOMy-JIu00 YEIOBEKY.

HA CAMOM JEJIE IIPOUHCXOMHUT CIIE/]YIOLIIEE:
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B opranusanuu odMaHa 1o TeaedoHy ¢ TpeGoBaHKWEM BBIKYIIA YYaCTBYIOT HECKOIBKO
npectynHukoB. Habupas TenedoHHBle HOMepa HayraJ, MOLIEHHHUK IIPOU3HOCUT
3aroTOBJIEHHYIO (pa3y, a Janee JEHCTBYET MO 00CTOATENbCTBaM. MOIIEHHUKH CTaparoTcs
3aIyraTh JKepTBY, HE JaTh €il OIIOMHMTBCS, ITOTOMY BEIYT HENPEPHIBHBINA Tele(OHHBIX
PasroBOp BILIOTH 10 MOJIyYEHHS [IEHET.

KAK IIOCTYIIATh B TAKOH CUTYAILIHU:

ITepBoe n camoe ry1aBHOE MPABUIIO — IMIPEPBATh Pa3roBOpP U MEPE3BOHUTH TOMY, O KOM
uIET pedb. Ecny TenedoH OTKIIIOYEH, MOCTapaiiTech CBI3aThCS C €ro KOJUIETaMy, IPY3bsIMU
U POJCTBEHHUKAMH MUl yTOYHEHHs MHpopMaiuu. ClieyeT IOHUMAaTh: €CIM HEe3HAaKOMBII
YeJIoBeK 3BOHUT BaM u TpebyeT B3ATKy — 3T0 MOIIeHHHK. Eciii BBl pasroBapuBaere, siKOOBI,
C IPEeICTaBUTEIEM IPAaBOOXPAHUTEIBHBIX OPTaHOB, CIIPOCUTE, U3 KAaKOTO OH OTAENIEHUS
nonuiyn. [Tocne 3BoHKA cietyeT Habpath «02», y3HATh HOMEp JEKYPHOU YacTH JTAaHHOTO
OTAENEHUs U IOMHTEPECOBAThCS, JCHCTBUTENBHO JIM POJCTBEHHUK WIM 3HAKOMBIN
nocraBieH Tyaa. OOpaimaeM Balle BHUMaHHME Ha TO, 4TO TpeOOBAHWE B3ATKH SBIAETCH
NPECTYILUICHUEM.

«KYTUIA-ITPOJAKA TOBAPOB B MUHTEPHETE»

OueHp GOJIBIIOE pacIpPOCTPAHEHHWE B IIOCIEAHEE BpeMs IPUOOpEeNT Takoi BHI
MOILICHHUYECTBA KaK OOMaH IOKyIIaTells WIX IpOJaBIia, IIPU COBEPILICHUHU CHEIOK Yepes
pa3MyHble UHTEPHET — calThl. Ilpyu coBeplIeHNM AAHHOTO BHUJA MOLIEHHHYECTBA MOTYT
OBITH HCIIONB30BAHBl DPA3IMYHBIE COLMAIBHBIE CETH, TPYNIBl U WHTEPHET-MarasuHEL,
OCHOBHOW IENIBI0 TPECTYNHMKA SBISETCS MOMy4eHue HUHGOpMaluu O KapTe, Ui
3aBJIaiCHU BalmMuy 1eHbraMu.

KAK 3TO OPTAHHU30BAHO:

Bel pasmemaere oObBsABICHHE Ha KakoM-IIMOO caliTe o Impojaxe ToBapa. Bam
IIOCTYIIaeT 3BOHOK OT sIKOOBI IIOKYTIaTelNsl, KOTOPHI co00IaeT 0 TOTOBHOCTH KyIMThH TOBap.
ITpu 5TOM 10J] pa3MYHBIMU TIPEUTOTaMHU, HAIIpUMep, UL 3a4iCICHH 3a0aTKa WK ITOJHOM
CTOMMOCTH TOBapa, BhiicHseT y Bac Homep kapTel u CVC-KoX, pacIIONIOXEHHBIA Ha
000pOTHOM CcTOpOHEe GaHKOBCKOM KapThl, CPOK €ro AeHCTBHSA, JHOO HPOCHUT COOOIIMTH
mapoyid M Kokl jocTyma, noinydeHHsle B CMC — cooOmeHnu, 4To JacT IPECTYIHHKY
BO3MOXXHOCTB MOJTYYUTh JOCTYI K Bamum cuetam.

Jpyro#t mpumep: Bbl Bcrymaere ¢ NpOAaBLOM B IEPENUCKY WM 3BOHMTE IO
TenedoHy, Xkenas KyIuTh MHTepecyeMblil ToBap. IIpecTynHuk B Xoxe Gecesl cooOmiaer,
4TO JUIAi OTIpPaBKM ToBapa Bam HEOOXOAMMO OIUIATUTh €ro IOJHYIO (YaCTUYHYIO)
crouMocTh. Ilocie TepevyrclieHHs JEeHEKHBIX CpeACTB Ha abOHEHTCKHME HOMEDa,
GaHKOBCKME KapThl, JTHOO SJICKTPOHHBIE CUETa, NPECTYIHUKU CKPHIBAIOTCS, HE BBHIIOIHAS
CBOM 00s13aTEIILCTBA. .

KAK ITOCTYIIHTb B TAKOH CUTYAI[HUU:

OrmuraurBaiiTe TOBap TOJBKO I10OCIE TOTO Kak BBl €ro moyiyuyusid Ha IOYTE MJIH 4Yepe3
Kypbepckyto cmyx0y. Hukorma He coobmaiite pexksusuthl KapThl, [TMH-kox u maposu
nocrtymna u3 CMC — cooOmeHuit.

BEbl OMKHBI 3HATh, YTO IOKYIATeNb, KOTOPBIM IOTOB OIUIATUTL TOBAap, HaXe HE
YBHIEB €ro, SBISeTCS MOIIEHHMKOM. He cornamaiitech omiauuBaTh TOBaphl M YCIyTd
myTeM Oe3HATMYHOTO pacyera Aake yepes IK0ObI oQULMaTbHbIE HHTEPHET-CAHTEI.

«B3JIOM CTPAHUIIBI B COIMMAJIBHOW CETH»

Eme oguH pacnpoCTpaHEHHBIM BUI MOIICHHUYECTBA, Ha KOTODBIA IMONanaercs, Kak
MIPAaBUJIO, MOJIOJI0€ TIOKOJICHHUE.

KAK 3TO OPTAHH30BAHO:

[IpecTylHHK IIyTeM B3JIOMa IONy4aeT JOCTYN K CTpaHulle Bammux 3HaKOMBIX,
POJICTBEHHUMKOB WU Jpy3eii B couuaibHoi cetn (BKonTakre, OHoKIaccHuKH U T.1.). OT
VMEHH JIpyra, POJACTBEHHWKAa WM 3HAKOMOro Bam mpuxomuT coolumieHue ¢ pocnOoit
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3aHATh JIEHBIH B JOJT, JMOO IO/ pa3sIMYHBIMU IPEUIOraMU BBIACHAIOT PEeKBU3UTHI Bameil
KapTel, mapond u Koael u3 CMC-coobmenmit. Ilocme Ttoro kak Brl coobmumnu
IPECTYITHUKAM PEKBM3UTEI CBOEH KApThI M NMApOJIM OHM MOJyYaeT JOCTYyI K Bammm cuetam.
KAK ITOCTYTIATh B TAKOH CHTYAITHU:
Cremyer cBs3aThCs CO 3HAKOMBIMU WM POJCTBEHHUKAMHU IO TelIe(OHY U BBIICHUTH
JEHCTBUTENFHO I UM Hy)XKHa nomolnb. Hu B KoeM ciydae He cooOmaiTe peKBU3UTHI
Bameit 6aHKOBCKOH KapThl.

«BPEJOHOCHAS ITPOI'PAMMA (BUPYC)»

B naHHOM cilyyae mpecTYNMHHMKH HUCIOJB3YIOT BPEJOHOCHYIO IPOrpaMMmy, Kak CIiocod
3aBnajgeHus Bamwumu nenpramu. JlaHHas nporpamMva yCTaHaBIMBaeTCs Ha TeJleOH IIpU
noixyueHnd CMC mu MMC coo01ieHuit ¢ pa3IMuHBIME CCBUTKAMH, a TAKXKe MPU BXOJE Ha
pazinu4Hble caiThl B uHTEpHETE. OC000 ciepyeT 0OpaTUTh BHUMAHUE Ha TO, YTO MOA0OHBIE
COOOIIEHMS MOTYT IIPUXOIUTH OT 3HAKOMBIX, POJCTBEHHUKOB, KOTOPHIE 3amKcansl B Bamei
TeneOHHOM KHUTe, a TaKXKe B COOOIIEHUAX MOXKET OBITh yKazaHO Barre umst win qpyrue
MEPCOHAbHBIE JaHHbIE.

KAK 3TO OPTAHHU30BAHO:

Ha Ttenedon aGoHEHTa NMPUXOAUT cOOOLIEHUE cilemyroumero Bupa: «Bam mpuiio
MMS-coobmenue. s monydeHus NpoRAWTE IO CCBUIKE...». Wmm apyroit mpumep
«Anekceit, npuset! Brutoxkuiia Hau GoTtorpaduu 3/1€Ch. . .., mocMoTpuy». IIpu nepexoze no
yKa3aHHOMY ajipecy Ha TCHerOH ckayuBaercsi Bupyc. JInbo 3apakeHUe MOXKET MPOU30UTH
TpHU MOCENIEHNHU Pa3IMYHBIX CAlTOB B MHTEPHETE.

KAK ITOCTYIIATh B TAKOH CHTYI[HH:

Creyer yCTaHOBHTH Ha Telle()OHE AHTUBHPYCHOE IPOrpaMMHOE OOecClieueHHe, He
CJIEyeT OTKPBIBaTh COOOIIEHUS C BJIOKEHUSAMH, Iepe3BaHMBATh HA HOMED, YKa3aHHBIM B
[IOJIyY€HHOM COOOIIEHUH.

«OIIUBOYHBIN ITEPEBO/1»

KAK 3TO OPTAHH30BAHO:

Bawm npuxomut SMS-coo6IieHne o oCcTyIeHU cpeIcTB Ha cyeT. Cpasy mociie 3Toro
MIOCTYIIAeT 3BOHOK OT MOIICHHMKOB, KOTOPBIE W3JIararoT JIETEHIy, YTO OHHM IO OLIKOKe
TIIepEBEIH IE€HBI'H M IPOCAT UX BEPHYTb.

HA CAMOM JEJIE IIPOUCXOOHUT CIIEAYIOIIEE:

MOILIEHHUKY TIHITAFOTCA TaKKMM 00pa3oM 3aBiajeTs BamuMu JeHbramu. ECTecTBEHHO
HUKaKol ommbku He 6110, Jlener Bam He mpHChLIam.

KAK ITOCTYIIATh B TAKOH CHTYAI[HH:

Coseryem Bam He momnaBathess Ha obman. Ecmu Bac mpocsr mepeBecTH, AKOOBI,
omuOOYHO HEPEBEIEHHYIO CyMMY, HAIIOMHUTE, YTO IS 3TOTO UCIIONB3YETCS YeK.

«CMC-ITPOCBHBA O IOMOIIW»

CMC-coo01enys IO03BOJIAIOT YNPOCTHTh cxemMy oOmaHa mo tenedony. Takomy
BapUaHTy MOIICHHMYECTBA OCOOEHHO TPYJAHO IMPOTHBOCTOATH IMOXKMIJIBIM HIIM CIIUIIKOM
IOHBIM  BiajensiiaM  TenehoHOB.  JIONMOMHUTENBHYIO  ONACHOCTH  IPEACTABILAIOT
YIPOCTHUBLINAECS CXEMBI IIEPEBOJIA JICHET Ha CUET.

KAK 3TO OPTAHHU30BAHO:

AGOHEHT IoJIyJaeT Ha MOOWIBHBIN TenehoH coobuieHne: «Y MeHs poOIeMbl, KAHb
900 py6ueit na sToT HOMep. MHe He 3BOHH, Iepe3BoHIO cam». Hepenko moGasisiercs
obpareHue «MaMa, «Ipyr» U T.1.

KAK ITOCTYIIATh B TAKOH CHTYAI[HH:

Cuientyet 3armoMHUTh, 4T0 Ha CMC ¢ He3HAKOMBIX HOMEPOB pearupoBaTh HEIb3sl, 3TO
MOTYT OBITH MOLIEHHUKH.




